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I'VIOCCAPUH
Ne
Tepmun Onucanue

n/n

1. Docker [IporpammHoe oOecnieyeHue [Jisi aBTOMAaTHU3AIUU
pPa3BEPTHIBAHUS M YIPABICHUS NPWIOKECHUSIMU B
cpenax c MTOEPAKKOMN KOHTEHHEPHU3ALINH,
KOHTEMHEPU3ATOP NPHIOKEHHMN.

2. Docker compose DTO MHCTPYMEHTAJIbHOE CpPEACTBO, BXOJIAIIEE B
coctaB Docker. OHo mpenHa3HaueHO ISl pelieHus
3a/1a4, CBSI3AHHBIX C Pa3BEPTHIBAHUEM MPOEKTOB.

BAXHO: Tak OynyT BblI€JICHbI BA)KHbIE 3aMEUAHHUS.
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1. Cucremnble TpeOOBaHUS

Ta6muna 1. CucteMHble TpeOOBaHUS

[Ipoueccopsl X64 MIPEICTABICHHAS cOopka
ontumusupoBana oy Intel, e menee
16 sanmep 3 ITu, kpaiiHe >kenaTeabHO
HAJIMYUE BBICOKOI(PPEKTUBHBIX SIACP C
BO3MO>KHOCTBIO aBTOMATUYECKOTO
pasroHa (mms ONTUMAJILHOM
MPOM3BOAUTEIILHOCTH  TpejIaraercs
uCnosb30BaTh Mojeib 19-13900KF)

OnepatusHas namsats (RAM) He wmenee 32 I'b DDRS (wactora
ornepaTtuBHOU maMaT He MeHee 4 I'T'n)

JluckoBasi maMsTh He menee 2 Tb SSD (3aBucut o7
oO0beMa JaHHBIX YYacCTBYIONIUX B
mpoIeccax)

CeteBas KapTa He menee 100 Mout/c

OnepanuoHHas cCHCTeMa OC Linux ALT Linux Workstation 10
wm Astra Linux. (IlpencraBneHHasd

coopka ontumMuzupoBaHa mnoj ALT]
Linux Workstation 10).

2. ®opMupoBaHHE CHCTEeMHOTr0 OKpy:xeHus aias IO

«Tepu IpodpuiupoBanue JaHHBIX)

[lepen nauanom padot no ycranoBke 110 «Tepu IlpodunupoBanue qaHHBIX»
HEO0OXOMMO YCTAaHOBUTh U HACTPOUTH CJIEAYIOLINE MPOTPAMMHBIE MPOTYKTHI:
a) Docker;

0) Docker compose;

BAXKHO: Bce paeiictBus HEOOXOAMMO BBITIONHATH B yKa3aHHOU

MOCJIEeI0BATEIbHOCTH.
PasBeptriBanue BoinonHsaock Ha mammue nox OC Alt Linux Workstation
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10. Taxxe Bo3mokHa ycraHoBka Ha OC Astra Linux ¢ HeKoTOpbIMH

N3MCHCHUAMHU, YKA3daHHBIMHA B IIPOLICCCC YCTAHOBKMU.

2.1. VYcranoska Docker.

Jlist pa3BepThIBaHUSA NPOEKTa TpeOyeTcs YCTAHOBJIEHHBI B CHUCTEME

Docker.

VYcraHoBKa Mpou3BOaUTCS U3 opuuransHoro penosutopus Docker.

,Z[aﬂee 6y,II€T YKa3zaHa IIOCJICA0BATCIIBHOCTD JICUCTBUM JJIS YCTaHOBKH

Docker na mamuny ¢ OC Linux.

[TocnenoBaTenbHOCTH ACCTBUI TpU ycTaHOBKe Docker:

1. HCpBBIM ACIIOM OOHOBJISIEM CIIHCOK ITaKETOB C IIOMOIIIBIO

CIEIYIOIIEH KOMaH/IbI:

sudo apt-get update.

Ha ckpuHmore ykas3aH BbIBOJ KOMAaHJbI (MO)I(eT OTJINYATHCS).

Mony4eHo: .
NonyuyeHo: 2 htt _p.alTllnur.
.alTllnur.

MonyyeHo:
Mony4yeHo
MonyyeHo:
MonyyeHo:
Mony4yeHo:
B]
Mony4yeHo: 4
Mony4yeHo:
Mony4yeHo: 6

t .alfllnu
.altlinux.

.altlinux.
.altlinux
tp.altlinu

MonyyeHo 46,9MB 3a 11s (420

YTEeHWEe CNWCKOB NAKETOB. .

MocTpoeHwe Oepesa BHBHCHMDCTPH

J/classic pkglist [23,3MB]
lassic release [137B]
-1586/classic pkglist [17,2M

ranch/x86 64-1586/classic release [142B]
ranch/noarch/classic pkglist [6444kB]

B/branch/noarch/classic release [137B]

. JRBEDNEHD

2. YcranasnuBaeM DocKer mocientHei Bepcuu B CHCTEMY:
sudo apt-get install docker-ce -y
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Me NONONHW
erd docker x docker-cli docker-engine docker-proxy runc tini
HOBHE nake yI HOBNEHBI
erd docker-buildx docker-cli docker-engine docker-proxy ¢ tini
00HOBNEHO, 7 HOBbX yCTaHosnewo, 0 nakero y yaaneHo u 588 He Oyper o
HO.
HeobGxoauMo nonyunTh 92,1MB apxwBoB.
pacnakosku novpe ToNHKUTEeNbHO 354MB aucKkoBOro CTpaHcTBa.
yyeHo: 1 http://ftp.al org ple/branch/x86 64/ ¢ docker-buildx 6.11
.2-alt2:p16+328628.400.4
1

Nonyyexo: 2 http: tp.alt - 1/x86 64/classic docker-cl
p10+333825.1000.4.1@1700473332
3 http://ftp.altlin

7-altl.1:p16+333825.500.4.

6 64/classic docker-proxy 24.0.

Nonyuyeno: 4 http: tp.al rg ple/branch/ 64/cla c runc 1.1.12-altl:p
10+339652.100.1.1 6889 [5761kB]
1 nux.org plé/branch/ 64/classic tini 0.19.0-altl:s
303581 [263kB]

HO: ttp: tp.altlinux.org pl0/branch/x86 64/classic containerd 1.7.8-a

pl0+33382 29§ ,7MB]
Nonyyewo: 7 httg tp.altlinux.org ple/branch/x86 64/classic docker-engine 24

1t1.1:p10+333825.500.4.1@1700473135 [19,0MB]
3a 195 (4694kB/s).

BEZRERERRER

BERERERSE

Ha nmannom stane npu ycrtanoBke Ha OC Astra LinUX MokeT BO3HUKHYTh

ommbka cienyromero Buaa: «docker-ce» He HaiiileH KaHAWAAT Ha

ycTaHoBKY. /[ pemieHus npo6iieMbl HEOOXOAUMO MEPENUTH K MyHKTY 3

B pazjienie «YcTpaHeHue npooiem.

3. IlposepsieM KoppeKkTHOCTH ycTaHoBKH Docker ¢ momoribto cienyromieit

KOMaH/bI:

sudo docker -v

user@host-15 docker -w
Docker version 24.8.7, build afdd53b

user@host-15 |
Ha nannsiit MomeHT aktyanbHas Bepcus [10 Docker 24.0.7.
4. B HacToSmuMi MOMEHT WHCIOJb30BaHne KoMaHael docker mocTymHO

TOJIbKO OT HMMEHM mousb3oBarens sudo. Jlns ymoOctBa nanbHenmiei

paboThl J06aBUM TEKYIIEro nojp3oBarens B rpymnmy docker:

sudo usermod -aG docker ${USER}
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B ciryyae ycnemHoro BeIMOJIHEHUS TaHHAS KOMAaH/1a HUYETO HE BBIBEET.
BAXKHO: Ilocne BBOJAa MaHHOW KOMaHIBl HEOOXOIMMO TIEpE3anTH B
CUCTEMY OT TEKYIIEro IOJIb30BaTeNsl, JIMOO Mepe3arpy3uTh CHUCTEMY
MOJHOCTHI0. IHAYe N3MEHEHUS 110 BHECEHUIO MOJIb30BATENS B IPYIIILY HE
OyIlyT MPUMEHEHBI.

5. TIposepsiem 3amyck nporiecca Docker:

sudo systemctl status docker

o docker.service - Docker Application Container Engine
Loaded: loaded (/lib/systemd/system/docker.service; disabled; vendor preset: disabled)

Active: inactive (dead)
TriggeredBy: o docker.socket
Docs: https://docs.docker.com

B namrem ciryuae nporecc He aktuBeH - Active: inactive (dead).
3aIyCTUM €ro BPY4YHYIO:

sudo systemctl start docker

user@host-15: /home/user/Pabo4unid cTon
@aian Mpaska Bug Nowck TepmuHan MNomows
sudo systemctl status docker

--containerd /run/containerd/containerd. 5=

[
(=]

u
D D
3

L aoocoocooaaa

1 g pr]laatlun Container Enuln>
b ]

w LA LA LA U e
B B B B B B B

s o et OO
o

W oW W w

n

l—'L-IJL-JL-IJILJ‘JL-VL-JL-VL-J
w

.. :
II.." (~My-Wy-Ny-Ny-Ny-Ny-Ny-8 I.-_’_-
. -

- Application Container Ehulnc

lines 1- 22122 (END)

[ToBTOpHBIN 3amycK MEpPBOM KOMAaHIBI W3 JAHHOTO IMyHKTa OTOOpas3wT

napameTp Active ¢ 3eneHbiM ctatycom Active.

ITO Docker 6b110 yCHEIIHO YCTaHOBJIEHO HA CUCTEMY .

BAXKHO: Ilpu mnepesamnycke KOMIbIOTEPA HEOOXOAMMO MPOJEIBIBATH

nyHKT NeS maHHOro pasuaena.
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2.2. YcranoBka Docker Compose.

Ha nanHom sTame HEOOXOIMMO BBINOJHUTH 3arpy3ky W yctaHoBky [10
Docker Compose.
[TocenoBarensHOCTD JAcicTBHI TpH ycTaHoBKe Docker Compose:

1. Cnenyromass xomanga 3arpyxkaer Bepcuto 2.18.1 u coxpanser
ucnionHsemblid Qaitn B karanore /usr/local/bin/docker-compose,
BCJIICACTBHUE YETO IIO raobanpHO 6YHCT AOCTYIIHO IIOA HMMCHCM
docker compose:
sudo curl -L
"https://github.com/docker/compose/releases/download/v2.18.1/doc
ker-compose-$(uname -s)-$(uname -m)" -o /usr/local/bin/docker-

compose

docker-compose-${uname -s)-$(uname -m)" -o /usr/local/bin/docker-compose
% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
] ] 2] 2] ] ] 2] B --i--i-- --i--i-- --i--i-- 2]
100 52.0M 100 52.6M 5} 8 11.7M 6@ 6:00:04 0:00:04 --:--:-- 16.2M

2. YcraHaBnMBaeM pa3pelieHHMe Ha 3amyck Qaitna s Bcex
ITOJIb30BATENEH:
sudo chmod +x /usr/local/bin/docker-compose
[Ipu ycrenrHoM BBITIOJTHEHWH JaHHAS KOMaHa HUYeTro HE BBIBEIICT.
3. IlpoBepsieM Bepcuio M KOppeKTHOCTh yctanoBku I[10 Docker
compose:

docker-compose version

version v2.18.1

ITO Docker Compose 6b110 yCIENHO YCTAaHOBJCHO Ha IIEJIEBYIO CUCTEMY.
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3.  ¥YcraHoBka u HacTpoiika I1O

«Tepu lpodpuaupoBanue JJaHHBIX)

B coctaB nuctpuOyTuBa BXOIAT ClEAyIONINUE (Paiiibl:

Mma w | Paamep Tun

» etl 1 o6bekT Manka
= docker-compose-prod.yaml 10,3 kB JokymeHT YAML
|i| images.tar 15,8 T ApxwB TAR
& start_prod.sh 545 baiT Cuenapwii shell

1. etl — nupekTopus ¢ daityioM nepeMeHHBIX CPEIBI.

2. Images.tar — apxuB ¢ Docker o6pazamu.

3. Docker-compose.yaml — d¢aiin kondurypamuu s coopku docker
00pa3os.

4. Start_prod.sh — ucronHseMbIi CKPUIIT ISl pa3BEPThIBAHHS MIPOCKTA.

ITocnenoBaTenbHOCTD IEUCTBUM ITPU PA3BEPTHIBAHUU ITPOEKTA:

1. TTocne 3arpy3ku komruiekTa moctaBku I1O Ha meneByro pabouyro
MaIIuHy HeOOXOAMMO OTKPBITh TEPMHUHA B TUPEKTOPHUH C (haitmamMu
yctaHoBkH. CaenaTh 3TO MOXHO C TOMOINBIO HaXXaThs TMPaBOM
KHOIIKOW MBIIIA B TUPEKTOPUH C KOMILJIEKTOM TIOCTaBKU U BHIOpaB

NYHKT «OTKPBITh B TEPMUHAJIE):
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-Qetl

= docker-compose-prod.yaml

@ images.tar
@ start_prod.sh

1 obbekT MNanka
10,3 kKB flokymeHT YAML
15,8 'k Apxus TAR

545 baiiT CueHapwid shell

[ Co3pate nanky

| i Co3paTh AOKyMeHT 2

[-] OTkpeITE B TepMUHaNe

BCTaBuTE
(=) YBENWUUTL
(=] ¥MeHbLINTL

|7/ B oBuiyHoM pasmepe

2. B KOHCOJIM OTKPBITOTO TEPMUHAJIA HY>)KHO BBECTH KOMaHTy 3aITycKa
CKpHIITa Pa3BepPTHIBAHUS:
e sudo ./start_prod.sh
[lepen Bamu mosiBUTCS MHGOPMAIIMOHHOE COOOIIEHHE O TOM, YTO

Hayasics npoiiecc u3pinedeHus: Docker o0pa3oB u3 apxusa:

N3BnexKaeM oOpa3bl M3 apxvBa
T5bb41853c84: Loading layer
ff4c2aaaflab: Loading layer
elc3d4a22b54: Loading layer
be5ca82501f6: Loading layer
2a4e41218384: Loading layer
4078e98abbcc: Loading layer
26a99b2246dd: Loading layer
B6eaz2431bae9: Loading layer
757df55f2417: Loading layer
27edaccl98cO: Loading layer
661bb4c5a4f0: Loading layer
6fefe29be®77: Loading layer

75.17MB/75.17MB
44.26MB/44.26MB
7.969MB/7.969MB
71.79MB/71.79MB
71.79MB/71.79MB
290.1MB/290.1MB
1.536kB/1.536kB
2.56kB/2.56kB
2.674GB/2.674GB
192.9MB/192.9MB
16.95MB/16.95MB
797.7MB/797.7MB

97102a611405:
Loaded image:
61581d479298:
af2216901865:
2fe6T3254185:
28218ecdB8008:

Loading layer
neural network:
Loading layer
Loading layer
Loading layer
Loading layer

725.5kB/725.5kB
latest

121.3MB/121.3MB
49 .56MB/49.56MB
181.4MB/181.4MB
596.9MB/596.9MB

BAYKHO: [dansueiimux aeiictBuil He TpeOyercs. [Iporecc Moxer
3aHATh HEKOTOPOE BpeMs. B ciyuae, ecinu nporiecc pa3BepThIBaHUS

HE Havajcs, NepelauTe K MyHKTYy 2 B paslene «YCTpaHEeHHE
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pooIem»
3. CnycTsi HEKOTOpPOE BpeMs B TE€PMHUHAJE MOSBITCS COOOIIEHHE O

3aIyCKe KOHTEMHEPOB!

eM KOHTeHHepsl
1 The "AIRFLOW UID" variable is not set. Defaulting to a blank string.
[68@8] The "AIRFLOW UID" variable is not set. Defaulting to a blank string.
[+] Building 0.8s (/@

Network etl se
Volume "e
Volume

Volume

Volume

Volume

- st _shared

- st shared

- st shared

- st _shared

- st shared-airflow-init-1

- st _shared-frontend-1

- sf shared-airflow-worker

- sf shared-airflow-w

- sf shared-airflow-s

Container sf shared-airflow-trigg

BAYKHO: Hukakux neilicTBUM OT MOJIb30BaTelNs HE TpeOyeTCsl.
4. ]Jlamee aBTOMATHUYECKH 3aMyCKAeTCsl MPOIECC NPUMEHEHUS

MUTpanui K 6a3e JaHHBIX:

MpUMEHAEM MHT PaLIMK
; The "AIRFLOW UID" variable is not set. Defaulting to a blank string.
[e@0@] The "AIRFLOW UID" variable is not set. Defaulting to a blank string.
[+] Building @.05 (8/0)
[+] Creating 1/0
Container sf shared-postgres-1
[+] Building 8.8s (8/8)

5. Ha pganHOM Im1are aBTOMAaTHYECKH CO3/Aa€TCS CyMNep-TI0JIb30BaTelb

11t BXoa B ipoekT TepH [IpodunrpoBanre qaHHBIX:

Co3paeM Cynep-none30BaTens
RN[0ee®] The "AIRFLOW UID" variable is not set. Defaulting to a blank string.
[eee@] The "AIRFLOW UID" variable is not set. Defaulting to a blank string.

[+] Building ©.08s5 (0/0)
[+] Creating 1/0

Container sf s d-postgres-1
[+] Building ©.0s 8)

6. B mpomecce BbIMOIHEHHs] CKpunTa OYIET CO37AaH TECTOBBIM
M0JIb30BaTENb C TOTOBBI IEPEHOCOM U3 TAOJIUILIBI B TAOIHILY.

7. OO0 ycremHoM OKOHYaHMHM BCEro IMpoliecca pa3BepThiBaHUS OyAeT
CBUJIETEIHCTBOBATH MHPOPMAIIMOHHOE COOOIICHUE CO CIEAYIOIIEH

HaAIIMCBIO:

Pa3BepTLBAHWE MPOEKTa 3aBEpWeHo!

11
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8. [ns mepBUYHON NpPOBEPKH 3allycKa IMPOEKTa MOXKHO BBECTU B
KOHCOJI KOMaH[Ty
e docker ps
[lepen Bamu 1OKEH MOSBUTHCS CIMCOK 3ammyiieHHbIx Docker
KOHTeHHepoB B konnyecTBe 13 mryk. CTaTyc KaXKa0ro KOHTeHHEpa
noJKeH ObITh «Up».
9. Ina Bxoma B wuHrepdeiric Tepu IlpodunupoBanue JlaHHBIX

HE0OXO0IMMO OTKPBITH Opay3ep u nepeitu mo aapecy localhost:

c @ ¢ t TEPH Mpogunvposarie aanHux B 4

TEPH - NpodmnnmnpoBaHme gaHHbIX

Bac Oyzner nmpuBeTCTBOBATh OKHO aBTOpHU3alMu B uHTEpdeiic TepH
[IpodunupoBanue  Jlanapix. Bo  Bpems  pa3BepThIBaHUSA
aBTOMATHUYECKH ObUT CO3JaH TECTOBBIM akkayHT ¢ mepeHocoMm. C
MOMOIIbIO HETO MOKHO BBITIOJTHUTH BXOJI B CUCTEMY.
JlaHHBIC JJ1S BXOAA:

= Jlorun: test

= [lapons: 123

10.ITocne  aBropu3zammuu  OyJeT  BBINOJIHEHO  aBTOMAaTHYECKOE

nepeHanpasienne B uHTepdeiic cucremsl TepH IIpodunuposanue

JIaHHBIX.
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TEPH Mpoguamposanme aaHHbIx

Tepn Ilpogunuposanue oannvix. Uncmpykyus no ycmanoske

« ® C ocalhost
R m—

O Bm X Q

> Wl Tecr

B ClIy4aC¢ BO3HHKHOBCHHH HpO6JICM IIpyu pa3BCPTBIBAHUN CJIICAYCT

00paTUThCS K MEPEYHIO HEHCHPABHOCTEW U MyTeW UX pemieHus B myHkTe Ned

«YCcTpaHeHUE HEUCTIPABHOCTEN.

BAXKHO: B cnyuae HemtaTHOro (QpyHKUIuOHMpoBaHUS CHUCTEMBI IS
TEXHUYECKON MOAJIEPKKH HEe00X0IuMO

MOJYYCHHUST KOHCYJIbTAIlMM WK
HAIpaBUTh OOpallleHne IO JJIEKTPOHHOMY ajpecy tech@TepH.ru B ciyxO0y

TEXHUYECKON MOAAECPIKKH.
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4. YcrpaHeHHMe HEHMCNIPABHOCTEH

B manHOM pasjene onmucaHbl BO3MOKHBIC HEUCIIPABHOCTU M JCUCTBUS T10
UX YCTPaHEHHUIO.
1. Ommbka «<wms_mosib3oBareas™> IS not in the sudoers file. this
incident will be reported».
JlanHass ommOKa BO3HMKAaeT B Cjlydyae, KOrJa Yy TEKYIIEro
MOJIb30BaTENsl HEJOCTATOYHO IpaB JJIsl BBIMOJHEHUS KOMAaHJBI C
npucTtaBkoit sudo.
JIJIs peleHust Hy)KHO BBECTH KOMaHy SU
Jlanmee moTpeOyeTcst mapoiib CYIeproab30BaTeIIs.
OTkpeiBaeMm (aiin SUJOErs Ha peraKTHpOBaHHUE:
nano /etc/sudoers
Heo6xomumo yopath pemerky mepen crpoukorn WHEEL USERS
ALL=(ALL) ALL

WHEEL USERS ALL=(ALL) ALL

@includedir /etc/sudoers.d

Jlns coxpanenus HaxxuMmaem coueranue kinasuim CTRL + O.
[ToaTrBepxxaaeM coxpanenue kiasumeid ENTER.
CTRL + X 4T00BI BBIMTH U3 peaKkTOpa.
Crnenyromieit KoMaHI0H BBIXOIUM U3 PEXKHMa CYTIEPIOIb30BaTEIS:
Exit

14
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[IpoGiema ycTpaHeHa.

2. Komanpa sudo ./start_prod.sh He Hagaia mporiecc pa3BepThIBaHHS.
JIist permeHusi TaHHOM MPOOJIEMBI MOYKHO 3aIlyCTUTH BBHITIOJIHEHUE
ckpunita B wuHTeprperatope Shell. Jlemaercs »Toi ciemyromieit
KOMAaH/IOU:

e Sudo sh ./start_prod.sh

3. Ommbka «Jlns makera «docker-ce» He HaWIeH KaHIWIAT Ha
YCTaHOBKY.

JlanHast mpoOyieMa UMeET MeCTO OBITh B CITydae yCTAHOBKU CUCTEMBbI
Ha OC Astra Linux. J{ist pemeHust HEOOXOUMO TIOCIECI0BATEIBHO

BBCCTH CJIICAYIOIUE KOMAaH/IbI:

sudo apt install apt-transport-https ca-certificates curl gnupg2

software-properties-common

e curl -fsSL https://download.docker.com/linux/debian/gpg |
sudo apt-key add -

e sudo printf "deb [arch=amd64]

https://download.docker.com/linux/debian stretch stable \n" >

letc/apt/sources.list.d/docker.list

e sudo apt-get update

sudo apt-get install docker-ce docker-ce-cli containerd.io
BAYKHO:  /Ins BbINOJHEHUS] TPEeThed KOMaHAbl MOTPEOYOTCS
npaBa CyIeproyib3oBatelis (Su).

JlaHHBIME TEUCTBUSMU TIpoOJIeMa OyIeT PEIICHUsI, MOXXHO TIEPEeUTH

K CJIEIYIOIIEMY IYHKTY IPH Pa3BEPTHIBAHUH.
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